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... legal environment for dematerialised trade. 

Bolero.net acts as a neutral third party to ensure secure delivery 
and receipt of information and provides a unique legal structure that 
binds all users together. Key components... 

...around the world. 

* Bolero.net has been established with up-to-date cryptographic 
technology incorporating digital signatures that cannot be changed and 
permit only authorised access. 

* Concerns over security are alleviated by. . . 

...Swift provides guaranteed delivery and, with users required to sign up 
to the rule book, electronic docximents sent through the service are 
contractually binding. In addition, using bolero.net compares favourably 
with. . . 
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Detailed Description 

Detailed Description 

... generated by the Issuer. The Data Definition 50 may also include 
indexing "hooks" for associating electronic transaction documents 
with a Transaction ID, and for associating them with one another in 
sequential relationship (i . , . 

...the Internal Representation 52 may be made without departing from the 
spirit of the invention. 



Document Type Definition for Electronic Transaction Doctiment 
class Digital Receipt 
<?xml version = "1.0"?> 
<!DOCTYPE digital-receipt 

<'-— List of the ELEMENTS (contents) of a Digital Receipt 
<! — The root element of a receipt document — > 

<!-- NOTE that the digital signature (s) are appended to the 
receipt 

<! ~ 



they cannot be described in the XML definition because they 
are generated — > 
<! — ' 



from a document . . . 



. receipts 

<!ATTLIST re-ceipt 

ID id ID #REQUIRED> 

)> <! — end of DOCTYPE receipt — > 

<! Example of a Electronic Transaction Document Body — > 
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electronic device. 
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Abstract (Basic) : US 20030093679 Al 

NOVELTY - A receipt (7) that includes information relating to the 
electronic record (6) and identifying information (8) that includes 
a provable representation of the receipt, are generated. The receipt 
is prepended to the beginning of the record and the identifying 
information is appended to the ending of the record. The record is 
stored in the repository (5) . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(1) a method for creating and validating digital signatures for 
electronic authoritative record maintained in a secure environment; 

(2) a computer-readable medium for storing a program that allows a 
user to receive, and digitally sign a copy of electronic record 
that is stored in a remote location; 

(3) a method for digitally signing electronic record 
received from a secure environment; 

(4) an apparatus for creating and storing a unique authoritative 
record; 

(5) a system for obtaining a digital signature on an 
authoritative record stored in a secure environment; 

(6) a system for creating and validating digital signatures on an 
electronic authoritative record ; and 

(7) an apparatus for digitally signing an electronic record 

USE - For security of electronic records in secure environment 
through computer systems especially for business applications. 

ADVANTAGE - Ens ures that copies made from a unique authoritative 
electronic record are easily distinguished as copies. Allows a 
person to electronically sign a record at a remote location without 
compromising the uniqueness of the record. 

DESCRIPTION OF DRAWING (S) - The figure shows a block diagram 
explaining the generation of a digital signature at a remote 
location and transmission to the repository. 

repository (5) 
electronic record (6) 

receipt (7) 

identifying information (8) 



digital signature (11) 
pp; 21 DwgNo 3/6 

Title Terms: UNIQUE; ELECTRONIC; RECORD; CREATION; METHOD; GENERATE; 

RECEIPT; BEGIN; RECORD; IDENTIFY; INFORMATION; END; RECORD 
Derwent Class: TOl 

International Patent Class (Main) : H04L-009/00 
File Segment: EPI 



20/5/2 (Item 2 from file: 350) 

DIALOG (R) File 350:Derwent WPIX 

(c) 2006 The Thomson Corp. All rts. reserv. 



B 



014333926 **Image available** 
WPI Acc No: 2002-154629/200220 
XRPX Acc No: N02-117592 

Digital signature system, has several remotely located 

computer-based systems coupled to document computer-based system over 

piablic data network 
Patent Assignee: DOCUTOUCH CORP (DOCU-N) ; COCHRAN J M (COCH-I) ; GONSER T H 

(GONS-I); HAJMIRAGHA M (HAJM-I) ; LORENZINI C V (LORE-I); RANFT E C 

(RANF-I) 

Inventor: COCHRAN J M; HAJMIRAGHA M; GONSER T H; LORENZINI C V; RANFT E C 
Number of Countries: 096 Number of Patents: 
Patent Family: 

Applicat No 
WO 2001US41108 
JP 200138965 
AU 200173624 

US 2000213204 
US 2000705964 
US 2003749814 
AU 2001273624 

Priority Applications (No Type Date) : US 2000705964 A 20001103; US 

2000213204 P 20000621; US 2003749814 A 20031230 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 

WO 200199388 A2 E 23 H04L-009/32 

Designated States (National) : AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA 
CH CN CO CR CU CZ DE DK DM DZ EC EE ES FI GB GD GE GH GM HR HU ID IL IN 
IS KE KG KP KR KZ LC LK LR LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ PL 
PT RO RU SD SE SG SI SK SL TJ TM TR TT TZ UA UG UZ VN YU ZA ZW 
Designated States (Regional) : AT BE CH CY DE DK EA ES FI FR GB GH GM GR 
IE IT KE LS LU MC MW MZ NL OA PT SD SE SL SZ TR TZ UG ZW 

JP 2002023629 A 10 G09C-001/00 

AU 200173624 A Based on patent WO 200199388 

US 20040225884 Al H04L-009/00 Provisional application US 2000213204 



Patent No 
WO 200199388 
JP 2002023629 
AU 200173624 
US 20040225884 



Kind 
A2 
A 
A 
Al 



Date 
20011227 
20020123 
20020102 
20041111 



AU 2001273624 A8 20050915 



005 

Kind 
A 
A 
A 

P 

A 
A 
A 



Date 
20010621 
20010215 
20010621 

20000621 
20001103 
20031230 
20010621 



Week 
200220 
200222 
200230 

200475 



200569 



AU 2001273624 A8 



G06F-001/00 



CIP of application US 2000705964 
Based on patent WO 200199388 



Abstract (Basic) : WO 200199388 A2 

NOVELTY - The system has several remotely located computer-based 
systems coupled to a document computer-based system over a public data 
network. The remotely located computer-based systems allow users at 
remote locations to sign and designate for signature blocks of text of 
a document that is securely stored at the document computer-based 
system, 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM in included for a 
method various documents signing functions 

USE - For digital signatures in documents 

ADVANTAGE - Imparts initialing information in digitally signed 
docximents in order to make digital signing process more like what is 

performed in paper versions 

DESCRIPTION OF DRAWING (S) - The figure shows a system block diagram 
formed in accordance with the invention. 
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NOVELTY - Electronic docximent is submitted by client while 
template is maintained on file in database by service provider at the 
request of client and identified by agreed reference submitted by 
client. Service provider returns hash of the document as reference 
which the client will use when submitting requests to identify document 
and the service provider will recalculate hash on each request to 
verify the document selection. 

USE - In distribution and management of digital certificates. 
ADVANTAGE - The service provider could append a client's digital 
signature to an electronic document following the receipt of 
instructions and authorization from the client over a secure 
communications line and then provide the digitally signed document 
to the client. 

DESCRIPTION OF DEIAWING(S) - The drawing shows client-service- 
provider interaction during establishing a secure connection, 
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The apparatus includes a document side transmission device (1) to 
transmit the digital signature , formed on a document, to a document 
verification data control device (3) . The document is gathered by a 
document reception side device (2) . The document is verified by using 
the digital signature stored in the verification data control 
device. 

When the document verification data control device searches for the 
digital signature , it uses a related index. The message digest 
for digital signature production is used as the index. The document 
verification data control device can also store the document aside 
from the digital signature . 

USE - Also for file in file system. 

ADVANTAGE - Determines authentication or alteration of file. Does 
not use large capacity data memory. Provides warranty function for 
document. Enables efficient search of digital signature . Allows 
referral of stored document to verified document. Enables reduction of 
data sent to reception side apparatus from document transmission side 
apparatus. Can store key data for decoding of encrypted document. 
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TVbstract (Basic) : WO 9203000 A 

A digital representation of the docxament is transmitted from an 
originator to an outside agency. The outside agency creates a receipt 
comprising a digital representation of then current time, and at least 
a portion of a digital representation of the document . The receipt 

is certified at the outside agency by means of a verifiable digital 
cryptographic signature scheme. The temporal sequence of digital 
documents in a series is also clarified. 

ADVANTAGE - Reliable method of document verification for e .g. 
intellectual property uses. 
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System for securely associating signature data other data for 
authenticating or digitally signing digital data objects, uses a 
hashing routine to generate an irreversible, distinct data object from 
the digital data and signature 

Patent Assignee: BORGERS F J (BORG-I) 
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Number of Countries: 025 Number of Patents: 001 
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Abstract (Basic) : WO 200013368 Al 

NOVELTY - A first data object supplied by the user (11) is combined 
with signature or authentication data (13), the combined data object 
and signature is encrypted (15) before being digested (or hashed ) 
(17) to generate a distinct data object characteristic of the input 
data. In an authentication process, a copy of the data object and 
signature or authentication data is subject to the same process and the 
generated distinct data object is compared with the original. 

USE - For use in providing authentication of digital data, such 
as document or other data files or objects, particularly for securely 
appending or incorporating a digital signature or indicia of 
authenticity into a data object. 

ADVANTAGE - Because the hashing or digesting step is one-way or 
irreversible, the encrypted portion of the signature is not susceptible 
to unauthorized decryption. 

DESCRIPTION OF DRAWING (S) - The figure is a high level flow chart 
depicting the steps for providing a data object with authentication or 
signature data. 

User (11) 

Authentication data (13) 
Encryption (15) 

Digest hash to form distinct data object (17) 
pp; 23 DwgNo 1/4 

Title Terms: SYSTEM; SECURE ; ASSOCIATE; SIGNATURE; DATA; DATA; 

AUTHENTICITY; DIGITAL; SIGN; DIGITAL; DATA; OBJECT; HASH ; ROUTINE; 
GENERATE; IRREVERSIBLE; DISTINCT; DATA; OBJECT; DIGITAL; DATA; SIGNATURE 

Derwent Class: WOl 

International Patent Class (Main) : H04L-009/32 
File Segment: EPI 



31/5/4 (Item 1 from file: 350) 

DIALOG (R) File 350:Derwent WPIX 

(c) 2006 The Thomson Corp. All rts. reserv. 

017470070 **Iinage available** 

WPI Acc No: 2005-793749/200581 

XRPX Acc No: N05-657451 

Time stamping method for digital documents , involves certifying time 
stamping receipt containing identifying data and time difference, by 
signing receipt with time-based private signature key as provided by 
time stamping authority 
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Abstract (Basic) : US 6965998 Bl 

NOVELTY - The document to-be-certified associated with identifying 
data is received and time difference between time reference and time 
receipt of identifying data as computed by time stamping authority 
(TSA) , is added to the document to obtain time stamping receipts . The 
time stamping receipts is signed using time based private signature 
key provided by the TSA at that predetermined time reference. 

USE - Used for time stamping of digital documents to sign 
stamping by time-based private signature key provided by time stamping 
authority. 

ADVANTAGE - Improves security as the efforts to modify a document 
or tampering can be easily detected. 

DESCRIPTION OF DRAWING (S) - The figure shows the flow diagram of 
the time stamping protocol method. 
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Electronic document recording method for government licensing 

applications, involves signing receipt by recorder after which 

electronic document is imaged and indexed 
Patent Assignee: INGEO SYSTEMS INC (INGE-N) ; RASMUSSEN A L (RASM-I) ; SLATER 

C N (SLAT-I) 
Inventor: RASMUSSEN A L; SLATER C N 
Number of Countries: 096 Number of Patents: 004 
Patent Family: 

Date Applicat No Kind Date Week 
20011213 WO 2001US18305 A 20010606 200217 B 

20011217 AU 200166736 A 20010606 200225 
20020606 US 2000210180 P 20000606 200241 
US 2001875579 A 20010606 
US 2000210180 P 20000606 200464 
US 2001875579 A 20010606 



Patent No Kind 
WO 200195125 Al 
AU 200166736 A 
US 20020069179 Al 



US 6796489 



B2 20040928 



Priority Applications (No Type Date) 

2000210180 P 20000606 
Patent Details: 

Patent No Kind Lan Pg Main IPC 
WO 200195125 Al E 54 G06F-015/00 
Designated States (National) : AE 
CH CN CO CR CU CZ DE DK DM DZ EC 
IS JP KE KG KP KR KZ LC LK LR LS 
PL PT RO RU SD SE SG SI SK SL TJ 
Designated States (Regional) : AT 
IE IT KE LS LU MC MW MZ NL OA PT 
AU 200166736 A G06F-015/00 
US 20020069179 Al G06F-017/60 



US 2001875579 A 20010606; US 



Filing Notes 

AG AL AM AT AU AZ BA BE BG BR BY BZ CA 
EE ES FI GB GD GE GH GM HR HU ID IL IN 
LT LU LV MA MD MG MK MN MW MX MZ NO NZ 
TM TR TT TZ UA UG US UZ VN YU ZA ZW 
BE CH CY DE DK EA ES FI FR GB GH GM GR 
SD SE SL SZ TR TZ UG ZW 
Based on patent WO 200195125 
Provisional application US 2000210180 



US 6796489 



B2 



G06F-017/60 Provisional application US 2000210180 



Abstract (Basic) : WO 200195125 Al 

NOVELTY - The number of pages in a validated electronic document 
f is determined for charging fee. Endorsement data is inserted in an 
endorsement portion of the electronic document . A recorder 
signature block is added to the electronic document , if it is not 
present. A receipt generated for recordation is signed by the 
recorder, after which the electronic document is imaged and 
indexed. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

(a) Computer program product containing instruction for electronic 
document recording; 

(b) Electronic document verifying method; 

(c) Computer program product for electronic document 
verification; 

(d) Signature module for embedding digital signatures in 
electronic document 

USE - For processing electronic documents e .g. XML document 
such that the notary signatures are validated, for government licensing 
applications such as business licenses, vehicle licenses, hunting and 
fishing licenses and documents filed with courts, securities exchange 



commission/ etc., and real estate transaction, security interest and 
loan agreement, medical records, pharmaceutical application. 

ADVANTAGE - By embedding digital signatures in the electronic 
document , verification is performed efficiently. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
an electronic document . 
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Preservation method of electronic document transmitted through 
internet, involves collecting log corresponding to electronic document 
to which digital signature is added 
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Abstract (Basic) : JP 2001282624 A 

NOVELTY - A log (7) containing the receipt time of an electronic 
document is added to the document. The log corresponding to the 
electronic document is collected and a digital signature is 
added to the document which is then stored in a memory as original 
electronic document. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for 
original preservation system for electronic document . 

USE - For preserving original electronic document transmitted 
through internet. 

ADVANTAGE - The denial from the transmission side can be prevented, 
since original document is identified based on the existence of 
digital signature . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the original preservation system. (Drawing includes non-English 
language text) . 

Log (7) 
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